
DEPARTMENT OF THE ARMY 

UNITED STATES ARMY INTELUGENCE AND SECURITY COMMAND 
FREEDOM OF INFORMATION/PRIVACY OFFICE 
FORT GEORGE G. MEADE, MARYLAND 20755-5995 

AUG 2 0 2019 


Freedom of Information/ 
Privacy Office 


Ms, Emma Best 
MuckRock News 
DEPT MR 73649 
411A Highland Avenue 
Somerville, MA 02144-2516 

Dear Ms. Best; 

This is in further response to your Freedom of Information Act (FOIA) request of May 21, 
2019, requesting any and all documents in the agency’s possession that pertain to the 
WikiLeaks website or organization from Juanuary 2006 to present date, including but not limited 
to emails, memos, notes, breifings, reports and other doucments related to, mentioning or 
generated as a result of: 

‘Guidance and instructions for employees regarding visiting the website or otherwise reading or 
learning about it in the news 

‘Internal reactions to the website’s existence and disclosures 

‘Damage reports regarding the website and its disclosures 

‘Efforts to identify, investigate and/or mitigate potential leaks to the website 

‘Efforts to identify, investigate and/or mitigate potential unauthorized viewing of the website or 
news reports analyzing it and/or its contents and supplements our letter of January 23, 2019. 

Coordination has been completed with other elements of our command and a record has 
been returned to this office. 

We have completed a mandatory declassification review in accordance with Executive Order 
13526. As a result of this review, information has been sanitized and six pages have been 
withheld in their entirety, as it is currently and properly classified SECRET according to Sections 
1.2(a)(2) and 1.4(c) of EO 13526. This information is exempt from the public disclosure 
provisions of the FOIA as provided under Title 5 U.S. Code 552 (b)(1) of the FOIA. The record 
is partially releasable and is enclosed for your use. A brief description of the applicable sections 
follows: 

Section 1.2(a)(2) of EO 13526, provides that information shall be classified SECRET if its 
unauthorized disclosure reasonably could be expected to cause serious damage to the national 
security. 
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Section 1.4(c) of EO 13526, provides that information pertaining to intelligence activities, 
intelligence sources or methods, and cryptologic information shall be considered for 
classification protection. 

As a result of this review, information has been sanitized from the document which allows for 
protection of intelligence sources and methods. This information is exempt from public 
disclosure provisions pursuant to Title U.S. Code 552 (b)(3). The statute invoked under Title 5 
U.S. Code (b)(3) is 50 U.S. Code § 3024(i) 

In addition, information has been sanitized from the records as the release of such 
information could result in the unwarranted invasion of the privacy rights of the individuals 
concerned; this information is exempt from public disclosure provisions of the FOIA pursuant to 
Title 5 U. S. Code 552(b)(6). 

The withholding of the information described above is a partial denial of your request. This 
denial is made on behalf of Major General Gary W. Johnston, Commanding, U.S. Army 
Intelligence and Security Command, who is the Initial Denial Authority for Army intelligence 
investigative and security records under the FOIA. You have the right to appeal this decision to 
the Secretary of the Army. Your appeal must be postmarked no later than 90 calendar days 
from the date of this letter. After the 90-day period, the case may be considered closed; 
however, such closure does not preclude you from filing litigation in the courts. You should 
state the basis of your disagreement with the response and provide justification for a 
reconsideration of the denial. An appeal may not serve as a request for additional or new 
information. An appeal may only address information denied in this response. Your appeal is to 
be made to this office, for fonA/arding, as appropriate to the Secretary of the Army, Office of the 
General Counsel. 

Commander 

U.S. Army Intelligence and Security Command (APPEAL) 

Freedom of Information/Privacy Office 

2600 Ernie Pyle Street 

Suite 3S02-B 

Fort George G. Meade, Maryland 20755-5995 

Excerpts of information under the purview of other governments agencies have been 
identified within the record. We have referred the experts to those agencies for their review and 
direct reply to you. 

If you have any questions regarding this action, feel free to contact this office at 1-866-548- 
5651, or email the INSCOM FOIA office at: usarmv.meade.902-mi-qrp.mbx.inscom-foia-service- 
center@mail.mil and refer to case #0805F-19. Please note that you now have the ability to 
check the status of your request online via the U.S. Army Records Management and 
Declassification Agency (RMDA) website: https://www.foia.armv.mil/FACTS/CaseStatus.aspx . 
Please refer to FOIA Control Number: FP-19-018398. Additionally, you may contact the Office 
of Government Information Services (OGIS) at the National Archives and Records 
Administration to inquire about the FOIA mediation services they offer. The contact information 
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for OGIS is as follows: Office of Government Information Services, National Archives and 
Records Administration, 8601 Adelphi Road-OGIS, College Park, Maryland 20740-6001, email 
at ogis@nara.gov, telephone at 202-741-5770; toll free at 1-877-684-6448; or facsimile at 202- 
741-5769. 


Sincerely, 



^chaerT. Heaton 
Director 

Freedom of Information/Privacy Office 
Investigative Records Repository 
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(U) Purpose 

(U) Tliis special report assesses the counterintelligence threat posed to the DS Army by the 
Wikikaks.nrg Website. 
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(Ij) Executive Summary 

U ikiicaksA'i'g. a piiblicls aeccSNihIc InUTitcl \\ >.l' siic. rL:p!C>cnls a polcntial loicc 
prnlcctli'n. cnimlcrinlolliycncc, opcuilioiiai scttirii> (Ol'Sl',('j, anJ inlonnalion ^ccui ily 
(IN 1 '( >S 1 :,(') lineal to I he IS Amiy. The imenliunal oi iinimeiuional leaking and posline, ut IS 
Ai iun ;.eiiMii\c or elassil'iccl inlorina!i('n u> W’iki.caks.ory could result )ti iiicrcasetl tliieais to 
I )ol) personnel, equipincnt. laeilitics. or insuillaiioiis, i he leakage ol sensitive and elassilied 
Dol) inli'inKUitat also ealls aiieiiiioii to the insider threat, when a iiersoii or persons motivated h> 
a pariietilar cause or issue u atineh pii'vides int'oriiialion to domesiie or I'oiviijn persi'iinel or 
oruani/aiions to he ptihhshed by the news media or on the internet. .Such inhninalion eonld he ol 
\ alne to I'oreien iinellir;enee and seeiirily servieVN (i ISS). loreii'n military lorees. loreign 
insursienis. and loreign terrorist groups lor eolleeiing inlonnalion en lor planning aiiaeks against 
I S loree, hoih within the I nited Stales ami abroad. 

(U) 

fS. - ' Nl ) 1 he povsihiliiv that a current employee or mole within l)(d) oi- elsesshere in the I 'S 
uovernmeni is providine sensitive inlormaliiin or elas.silicd inlormation to W ikiicaks.org cannot 
he ruled out. W'ikileaks.org claims liial the "leakers” or "w.histlohlowcrs ol .sensitise or 
cla..silled I loll doeumenis are tormei I'S government employees. 1 hese elaiins are highly 
suspect, however, since W'lkileaks.e.rg stales liiaillie anmiymity and prt'ieclion ol'lhe leakers or 
whisilchUnvers is cnie oi its primary goals, i^elereneing ofieakers using eodcnamcs and 
providing itieorreel employnieiit inrormation. employment siaui.s. and other eoniradielory 
iiirornuiiion hy \Vikileaks.org are nuist likely rudimeni.iry ()PS1.(' measures designed to protect 
the idcnld\ of the current or lormer insiders who leaked the information, t )n the other hand, one 
eaiiru't rule out (lie possibility l!ial some id the eoiUradietioiis in desei iliiiig leakers could he 
inadi erleiil < tl'Sl' t' errors by die audtors, e.inlrihuiors. or W'ikileaks.org siari’personnel w iih 
iiunled e.sperieiiee in proiceiiiig the identity cd'ilteir sources. 

(I i) ! he slated imeni of the W'ikileaks.org W'eh site is to e.\j)o.se iinelhieal practices, illegal 
b'Chas loi'. .iiiJ wiiiiigdoing within corrupt eoriroralions and oppressive regimes in Asia, the 
lormei So\ iel bloc. Suh-.Saliaran /Mriea. and the .Middle l a.sl. lo do .so, llte dewelopers ol Ilie 
W'ikileaks.org W'eh site vsatii to provide a secure I'orum lo where leakers, contributors, or 
wlusilehlowers horn any eountiy can anonymoiisis post or send doeuiiienlation and other 
inlonnalion that e.xjioses corruption or wrongdoing by govcrnmcnis or corporal ions. I he 
devciopeis believe llial the diselostiiv of sensitive oi elassilied information involving a toreign 
gosernmeni or corporation will eiciuualiy result in the increased aeeouniahility ol a Jemoeratie. 
opprosis e, or corrupt the giw ernmenl to its eili/ems 

CU) 

( S - V f I Anyone can post inlormation to llie Wikileaks.v'ig W'eh site, and ilicre is no editorial 
re\ new oi' .wcrsiglu to serily ilie aeeuraey of any inrormation posted lo the Web site. 1‘cisons 
accessing tfie W'eh .-.iic can form their own opinions regarding the aeeuraey ol'tiie informaiion 
posiod. and ihe\ arc allowcil lo post eoinments. I Ins raises the possihility that the W ikileiiks.org 
W'eh .Site could be used to post fabricated inidnnatiou: ivi post misinlormalion. disinformation, 
and pri'iraganda; or lo eonduel perception nianag.emeni and inlluenee operations designed to 
convey a negalwe messiige to those win.' view nr retrie'c inlormation from the \\ eb sile.|jj 
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(I,) Dinciso vicNsscxisl <inK:itg pri\ale persons, lepal experts. iuUi'cates (nr open euverntnent 
aiul aeiluinlahility, la\', enioieemcnl, anil eovernmeni olllciais in the I inileil .Suites and oilier 
eouniries I'li ihe stated eoals ol' Vi'ikiieaks.oru. Some loniend lhal llie leaking and posting ol 
inlorinatinn on \\ ikileaks.oru is eonstitiitionali) |■.^>lel■ted live speeeli. snpjioris o|)en soeiciv and 
open goieninieni iniiiaii\es. and .serves the greater puhlie good in sneh a manner that outweighs 
an\ illegal acts iluit ai ise Iroin the posting of sensitise oi elassilied goierninenl or In.isincss 
inform.tlio.n. Others believe ihtit the Web site or per.sojis a.ssociaicd wiili W'ikileaks.org will lace 
legal challenges in some eoiintries over privaev issues, revealing sensitive or classilieil 
goi eniment information, or civil lawsuits for posting information that is wrong, lalse, 
slanJcious. lilieliuis. or malii ious in nature, l or example, the \V ikiieaks.org Web site in the 
I .hiilcd Stales was shutdown on i-1 l ehriiarv 2()0S for 2 weeks Isy conn oi'iicr o\ er the publishing 
o( sen.siine doeiiment,s in a case iiivoli nig charges oi inoney lannJering, grand ktreenv, and tax 
evasion !sv the .Inlius Bare Bank in tlie ( avinan Islands and Swir/criand, I he court case against 
W’ikileaks.org was dropped b\ Julius Bare Bank, tire I S eoun order was lifted and lire W'eh site 
was ivstored in the l.'mted Slates. r,fl'i>ris by some ilomcslie and foreign personnel and 
orgam/alioiis ici discredit the \\ ikileaks.org Web site include allegations that it willingly allows 
the posting ol uiieoirolniraled iiitbrmaiion, serves a.s an instrument ol [iropagiinda. and is a ti'onl 
organi/aiion of the US C'enlial intelligence .Ageiiey (( 1A).[ IJ 

(U) . 

Ihe gov crnmciits t'l ( liina. Israel. North Korea, Kussia. I hailaiul,/imbabwe. and 
several other eouniries luive liloeked access to \\ ikileaks nrg-ly pe Web sites, elaimed they have 
the right to investigate and prosecute W ikiieaks.org and associated whistleblowers, or insisted 
they lemov c fafsc. sensitive, or chissilled government information. piop;igand<i. or nuilieious 
conlcnl horn the Internet, i he govenimenis of < 'iiina. I.sracl. and Russia claim the right to 
leniove objectionable content trom. block access to, ;md investigate crimes related to the posting 
of documents or cmnnienis to Web sites stieh ;is W'ikileaks.org, 1 he govcinment.s of the,se 
counifies most likely liave the leeltnical skills to t;ike sneh action should they choose tt' do so.[5] 


Referred 


[B.aek U) 1 able'lyI Upjiienlsj 


(I) Key Jiitlgnienfs 

(U) 

• (.Sv.'M-1 W ikiieaks.org represenis a potential loree (iroteciion. eouiileriiiielligencc. 

()l^l d , and 1NI ( )S1 (’ threat to the t S ,\rniy . 

• Ij Recent unaiitlioii/cit icicase ol l)oi) sensitiv c and ciassilled documents prov idc 
1 kSS. ioieign terrorist groups, insurgents, and other loreign adversaries with potentially 
acUonable information for targeting US foives. 

• I he pussiiiiliiy that current employees or moles within l)ol) or elsewhere in the 

I .S govei nmeni are providi.ng sensitive or elassifteil ini'ormaiion to Wikileaks.iirg cannot 
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he riik-J ivji. 1 he claim made b> W'ikiica iltal liirmct 1 S yovcinment cmpli'vccs 

icaked sensitive and elassilled iiili'nnati> n is hiehly siispcet. Imweveiv since 
VVikileaks.uiL’ stales iliat the anniiyinil)- id die wlustleldnwcrs ni' leakers is nite id iis 
pninars coals. 

. , 1 1 _ l ot o ) 1 he V\ ikileaks.i'.rg U eli site . oidd he ii.setl to (lost fabricated inrormaiion. 

misinlormalion. disiidormatio:). or iir()|sa;eaiid:i aiul eoiiid he ii.scd in jiereeiition 
management aiui mlUienee ojseralions to convey a piisitive or negative message to 
Siieeilie target aiidienees that view or retrieve inlormation liom the Weh site. 

• il , Several countries have blocked access to the \\ ikileaks.ore Weh site and 

claim the right to investigate and prosecute Wikiieak.s.orc members and whistleblowers 
or to block access tii in' remov e laisc, sen.-iitiv e. or classi f teii uovxi nment in lot mat ton. 
|iiopaeanda. nr other malicions content horn tiic Internet. 

. (t lOkOt W ikilcaks.org most likely has other DuD sensitive and classilled infomiation 
111 Its I'os.ce.ssioii and w ill ecnitinoe to (•'osl t!ie inlormation to the \V ikileaks.org Web site. 

. I ( . |-( siti-s such as Wikilc,iks.org use trust as a center of grav itv b_s protecting 

the anonvmitv and ulcutiiv ol the insklcrc. leakers, or whisticblowcrs. 1 he iilcntiticaiion. 
cNPosurc. icrminatioii id'cm['li'>ment. criminal iirosccntioii. legal action against current 
1)1 lormci iiisiilci's, leakers, or 'whistlcbk'wcrs conli .1 iiotcntiallv ilamagc oi destroy this 
eciiici ol'giav nv .ukI ilctci oilicis coiisidciing similar actions from u.sing the 
W ikileaks.org W cb site. 


(IJ) I able of Contents 

• ill I’ liri 'o'.c 

• I l-li J_c^ycnuyc Sumiiiary 

• IL, 1 Kyy J ti v! g m c.i us 

• 11 ) Itac kero iind 

■ 11 ) Disciissuiii 

• (i ) yoiichi.sion.s 

• S..I J.I.’g.ml ol .Lmuau 

' I. ^ J b C I C rcticcc; 

• {I J Al -ktI'it;:'!!'-!'}. 

« 11 j .Appcudi.'s Ik Mctl iovinloL' v hsed by .\utbors lor Antilv sis o! I caked l ablcsol 

I quipiiicnl for I S I oivys in Iraq aiul yNI'gluinisU^ 

(1) T allies 

• li I 1 able h .\bbrc\iaicd 1 isiuiL’i'l ihc Iraq Iraiwiiion Icaiu (l ljf. M'l-fJ 1 iij j.ahlc id 

L'-in.lLMUci.ll 11 ‘Jl.J 

• (Ij 1 I ab|_c 2. I K-scnpUyeJ^jtiry ly^jjicA'dc and Movyjgj.s (^auijqgucd by .ALkjJeakimruJot 
I he Nc iU ' Rcpoi'i Li.!liil.v‘d ''(djj.i “itiidox bjiv i.ro!im.ent>; ikuilc ol la lliiiah !. .April 20114 
[Nd lit -1 I _p- 1 1 ’>S-(>hJ jiuylysLoiLiki-^Vcb >ilc 
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(I/) Fi<»ures 

• ' Li i ii.'!'''' .LLJiLM 

. (U>.VA^ 1 i.jiiiv i. ;V!a (> iM.Di l‘;i;--e ! i>l'ISLiClLlEiilLL'lLi'ltL "lUJ L‘’!^1■>L^ 

I ns liMnincMl-.: liaulo nl l alliijal'. I. .Ap ril ino j" As PuhlisliLal jn a Wik!ka.4>^a:iLArMdi^ 


I^ack 111 I able pILi-'L'is■iLi^J 


(U) Uack^roiind 

(I'K H ( 1 ) W'ikilcaks.i.irii ssMS roiinJcil b> ( liincsc tii.vsiiicnls,Jniirnaliils. nial)u-)naiis.i;u).s. and 
icchiiulopisl.s linni ihc i.'niied Stall's. C hina, Taiwan. I'.uropc. Aiislraiia. and Siuith Atrica. Its 
W I'h silo hocame operational in early '.’()()7. i he aihis<-r> hoartl lor W ikileaks.ora ineludos 
|oiirnali.s!s, crsploaraphers. a "Inrmer l.S mtelliucnec analyst, and e.vpatriales Iroin ( hinese. 
Russian, and 1 iisetan rcliigee ei'ivnmmiiies I he .At'K ilocs lutl have any inloniiatinn to 
as.soeiaie or link the ''roriner US intelhuenee analssi" >in liie Wikileaks.oi e ads i.si'is hoartl \s iih 
tile leakage ofsen.siiise or elassillcd Do!) dociinients po'sicti to the A eh ,site.[6J 

(U j Wikileaks.ore elainis to have ileveloped an iineenstiralrlc version ol the pui'liely asailahle 
\\ ikipedia inlei lave that i.s intendeii lor nitiss leakage ot sensitive ilocunienis dial esfiose 
svronodoing anil lor allowing users to eoinnient on the doeuinenls posted to the Well site. 

I hiougli its Well site. Wikileaks.org eneoiirages large-scale unonynuuis leaking and posting ol 
sensitive and eonlidcntial governineni and hiisiiKss di'eurnents on the internet. \\ ikileak.s.org 
elainis ti' have received more than I .i niiliioii doenments Iroin dissident eommunitics and 
anonymous sources throughout Ihc world. U true. addilional articles involving sensitive or 
elassilied !)ol) will most likely he posted to the A ikileaks.org Aeh site in the hiture.LTj 

(U) ,-- 

CS-rNT 11 

Y -' 

b3 


The obscurincation iechntilogyL‘>J used h\ Wikileaks.org has exploitable vulnerabilities. 
Oigani/aiions with properly trained cyber leehnieiaiis, the proper ciiuipmeiil. and the proper 
technical soriware could most likely eondiiel eoin|iulci network e.xploitaiion (t'Nli) operations or 
use evher iradcerart to obtain access to Wikilcaks.ore's Web site, inl'ormtilion systems, or 
networks ih;u may assist in idenlilying tiiose persons supplying the datti and the means hy which 
they transmitted the data to Wikilcaks.mg, I orensie analysis ol'DoI) tmclassilleJ and clu.ssilied 
networks may reveal die location ol'tlie inrormatiun sy stems used to download the leaked 
doeumenis, I hc meltidata. MD.s ha.sli marks, and oilier unique idenlilying inrorniaiion widiin 
digital documents m;iy assist in ideiitirying the ptirlics responsible for leaking the inlormtition. In 
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ikldil)('ll. p;i(tc!'n> iiU'olviiiL; tiiL' ivpcs cl leaked ir(oriiKiiioii. classifiealiiiii (e\els ol die leaket,! 
inii'iniaiion, ile\clii]inien' cl psNetuilcgieal pnililcN. aiu! mailverleni allrilmtion c! an msuk'i 
iht'i Hieh peer () I'S1,( eouKI a Iso assist in tlie ideii' i I'leaiion id i iisiders, 

1 1'( W ikileak^.<:|•L' Mlppo^l^ the I iS Supreme ('oii-t riilinL- reeardine ihe unauthon/ed release id 
the I'eiilaeoii 1‘aper.s b> Daniel l.llsheru. which Mated that "i'lils a Iree and iinresiramed press eaii 
etlectneh cNpuse deception in povernmeni.” I he Wikileak.s.oiL' \kch site liirlhcr stales the 
I'oliow'ine: 

"We tiint lot niaxinittiii political iinpaci. We believe that iia;t.spareiie> in 
eoceinnient aeliviiics leads to redtieed corruption, Heilei' eoverninenl. iiiiel 
si.n'tiger democracies. All goveriinienis can iviiefii from increased scruiin> Iw the 
woiid cointniiiiiiV. us well as their own jieople. We believe this .scruiiny lecitiii'cs 
inl'orination, 1 listorieally that iiiroriiiation has been costly in leriiis ol httnuiii lile 
and human riehis. Ikit with techtudiieical advances---the Internet, and 
el vptoeraphv --the risks ol conv evinu important inlormalion can be lowered ’ [|IJJ 

(I i I he (ll'bl,(, metisiires used in the submission id leakeil inlormalion to Wikileaks using the 
Internet arc designed to protect the identilv and personal securilv id the persons or entities 
sciKliiie or posliiie inibrmation to the W el' site. W ikileaks.org claims that anv atieni(>t at trace 
routing n! 11’ addresses. \1A(' addresses, and other identifying information of a home eumpuler 
subinissioiis (as I'jipo.seil to evbcr cate submissions) ibrougli W ikileaks.org s Inlernel stibmi.ssion 
svsiem wiuild reiiuire it knowledge i>f iiiformatioit available only to Wikileaks.I'lg programiners 
and to a riglils orgaiii/ation serving the eleelronic eommunily. or would require si'cciuli/cd 
ubiquitous iraflie aiialvsis ol Internet messages and routing systems. Nev erilieless. it remains 
leehnieally leasibie for I ISS. iavv enforeemetnt oigani/atioiis. and foreign businesses lliat luive 
the molivtiiion, mtenlioiis. capability, and upi'ortunitv to gain online aeecss or piiysical access to 
W ikileaks.oi e iuiormalion systems lt> ideiiiiiy iiitd trace vvliistlel'lowers iliiougli evber 
inv esligatio'is. .idvaiiecd evber tools, and lorensies.|_] J_J 

il ) .Anoiiier me'.liod id'posiing leaket! inlormalion to the Wei' site anonyinousiy is lor leakers to 
use postal Ill.til to send die intormation to volunteers in various eouiiiries vvlio liave agreed to 
receive cucrvivicd ( l)s and DVDs I’rom leakers. 1 liese volunteers ilien lorwiird tlte inlormalion 
to designated persi'iiiiel, w lio llien upload tlte data on the t.'Ds anil D\ I )s lo tlte Wikileaks.org 
Wei') servers. I n pi'oiecl or mask tlte sender, lettkers can lake ()l’,Sf,( measures sucli ;is using 
W ikiieaks.org eiiervption prolocois wlien writing f 'Ds tind DV'lfs; using gloves while vviappiiig, 
laping. Iiandliiig. tind mailing |tackages: and not ineliulmg a return tuldress or ineluelmg a lake 
return address on packages containing leaked information, Siieli measures are designed to protect 
the identilv of the leakerv and prevent f IS.S, law e’lforeemeni. and postal inspectors Iron) 
intercepuiig the mail and decoding the mformalion on llie data storage dev ices in transit. 

W ikileakv.oi ii also eiaims that it is developing eas\-ti>-usc soltwaiv to encrypt llie ( Ds tmei 
I )V'I )s, 1 se ol' sueli metliods also protects ftieililalois or intermediaries troni harm because tiiey 
would not know the eoiiletn of the eneryi'ted submissions.[ 1 2J ■ 

(D) .A W'ikilctiks.uig spoke.s|ierson sl.iled in early .lumiary 2lH)7 that alioui 22 ['crsons .ire 
involved m die (.)pcn .Socielv hiittalive lo make g.oveniments and eorportitions more aeeoiiiiiaiile 


si:(Hi:)/; \()i OHAr 

UNCLASSIFIED 

Best Copy AvaUaWe 

by USAINSCOM FOI/PA 

Auth Enel 5, para l-d, DOD 5200-01-Vl 


Page 6 of 32 


SI 


hi !lic vKi/cr.s (li the tu;rid. Wikiloaks iiilcmis lo -cck rtmdinij I'roiM individual persons am! 
L’ri'iiiV'> such as hiinianilaia.in (irpaiu/aiuins that linui socu'poiilieal acli\ its iiUcni.ioi.1 to puiiiK'tL’ 
dcinocracN and human ri'diis around llic world ihrvuieh vipcii iivccss lo ttiw criiiiicnl and hnsincs.s 
mlorniaUnri.[ [ JJ 



I l^iJs,!'".J al'lc pj 


(I ) Discussion 

i 11 ■ I ’OI' (-)) An insitlcr could present a poieiilial loree proieelion eonnlennlelliL’eiice, (M’Sl C . oi 
IM'OSI.( threat to the I S ArirA Ihroneh deliberate unauiliori/cd release ol oltiesal Do!) 
doeunieitls aiul postino ofseiisitive or ekissilied iidnrntiilion to the Iniernei. Seve'i'al recent 
postii’.iis to die W ikileaks or;; kk elr sue in November diK)7 ul sensitise I S Arm.\ miornitiiion 
marked li\CI ASS lb lb D'/Id )R Ol'bU lAb bSli ONI k' and in December iNlO? nt IS Anns 
information elassilied SI iCKI' I.'Nt )l'( )RN high! ehi liic insidcrthreai to Dol). Ilie actual 
perpetrators responsible tor the unautlmri/ed leleaseil ol such iloenments eoiikl he siibjeel lo 
adimnislralive aelion, noniiulieial punislmicnl, or erimiiuil charges and prosceiilion il lhe*\ are 
idcniilled. 


(li) VVikilcaks.ort; Analysis dT I S Army Tables oT E(|ui|)iiien( in Iraq anil 
Afolianislan from April 2007 

(r ) W ik ileaks.org speeifiealiv cited 2.(H)0 ptiges ok leaked t S Army dueumenls w iili inlormation 
oil the I aides id I ’(.|iii|'meni ( 1 Ol ,s) lor I S and C'oaliliuii lorees in lrai| and ,\lghLini.sUin as ;i 
perleel cNample oi lhe sort ol inlormation that wiuild henelil Irom a global analysis. I hese 
%loeumenis pro\ itled inloi'miilion on the I -S lorees. a <.lesei iption ol et|iiipmeni and total number 
<d ev.|uipmeni iluii were a.ssignet.! to tieluai military units assigned to I S ( entral ( ommand m 
.\jiiii .?ni'7. W ikileaks.oig stall niemliers and \ arious authors and cnniribuiors nave written 
miniennis news articles ami posted the raw data in spreadsheets or Strueiuretl ( hiery Language 
(Stgi ) data base so anyone can examine the inlbrmativ>n. conduct research, comment upon, 
disi. US' the \ arioiis units, see llie items ot' ei|iiipnienl. see wlun they do. ,iik 1 <.lraw their own 
soiK iusions aboiii the siralegie. political, military, and human rights signilicance oi the 
inrormalion.l 1 ,sj 
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(IJ//FOWO) Table I below is an abbreviated sample of infonnation contained in a leaked digital 
database document or spreadsheets available on the Wikileaks.org Web site: 

[ Back to I'able of L'ontentsI 

_ 


(U) Table 1. Abbreviated Listing of the Iraq Transition Team (UIC - IVI94216) 
Table of Equipment (TOE), |16| 


iuic 

LIN 

NSN 

Item Name 

PBIC 

Type 

DND 

Qnty 

'M9421A 

72<)45Z 

581001XI I I 125 

WARLOCK GREf'N. ECM: 
GREEN EDO CO 

V 

1’PE 

N 

15 

’M94216 

72113Z 

58I0()IXI 11 I26 

WARI.OCK red. ECM: mi) 
EDO C'OMM & 

1 

IPI-; 

N 

2 

’M94216 

72113Z 

58I001XI 11 126 

WARI.OCK RED, ECM: R1:D 
EDO COMM & 

V 

TPE 

■ 

m 

jM942l6 

R67766 

1.2400IK+I2 

BfNOCL'I.A MOD CN M22 

N 

TPF 

N 

9 

jM942i6 

1':633I7 

6.60501 B+12 

COMPAS MAGNETIC IJNMTD 

OH 

1PE 

N 

3 

|M94216 

J03261 

5.85501E+12 

ILLUMJ IN1RAN/PEQ-2A 

m 

fPE 


6 

iM942ift 

J85705 

8.47002H+12 

INSERTS.ENI lANCHD SM 


I’PE 


4 

V1942I6 

J85705 

8,47002E+I2 

INSERI'S.HNIIANCEDSM 

N 

TPE 

N 

49 

|m942I6 

185705 

8.47002[->12 

INSERI'S.ENI lANCED SM 

N 

TPE 

N 

8 

!vI94216 

J85705 

8.47002Edl2 

INSERTS,ENHANCED SM 

N 

1'PE 

N 

49 

ivi 94216 

L9I975 

1.005E+12 

MG 50 M2 MB FL GD/VEH 


TPE 

N 

3 

M942I6 

L92352 

1.00501E+12 

MACH GUN 7.62MM M240 

N 

TPE 

N 

2 

IM942I6 

M09009 

I.0050IE+12 


P 

TPE 

N 

3 

■M942I6 

M74823 

I.0l00!r>l2 


r- -j 

17*1- 

N 

1 

!m942I6 

M75577 

l.005E+i2 

MV rPD MG CAL .50 M3 

P 

'I'PE 

N 

1 

:M942i6 

M92841 

1.00501 Ft 12 

MACH GUN 7.62MM M240B 

N 

QUI 

N 

2 

'M94216 

M9284I 

1.0050IH+I2 

MACH GUN 7.62MM M240B 

Qm 


N 

1 

M94216 

N05482 

5.8550IE+I2 

NIGHT VIS G AN/PVS-7B 

mu 

bb 

N 

8 

M94216 

192446 

2.3200 IF.+12 

TRK UTIL IIMMWV Ml 114 


7PE 

N 

I 

M94216 

W95537 

2.3.300 IE+12 

rRI.CGO3/4TM101 2WH 

T 

TPE 

N 

3 

M942I6 

YI'20I4 

23200IC043031 

HMMWV Ml 114: W/OFK5 

r 

TPE 

N 

2 

|m942I6 

Yl'2049 

2.32001 EH2 

TRUCK.UTILITYTMn 161 

T 

TPE 

N 

1_J 

Legend: 
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JlJlC — Unit identification Code, a six-character, alphanumeric code that uniquely identifies each 
[Active, Reserve, and National Guard unit of the liS Armed Forces. 

I 

iulN - Line Item Number for equipment. 

!nSN - NATO Stock Number, a standardized slack identification number for supplies and 
'equipment within the North Atlantic Treaty Organization). 

ilicm Name - Brief description of the equipment. 

PBIC - Property Book Identification Code, whic*’ categorizes the type of property listed into one 
of 10 categories. 

Type {of equipment); 

TPF -- Theater Provided Equipment; specific equipment that is provided by the 
Theater of Operations such as CKNTCOM to perform the mission based on the 
unique operating environment 

l/fT - l.ong Term Training; equipment need for long term training or 
deployment. 

APS - Army Prepositioned Stock; equipment drawn by a unit that is already 
preposilioned in the nieater of Operations. 

DND - Bo Not Deploy; this field is a Yes/No column that lists equipment that remains at the 
jhome station and is not deployed with the unit when sent overseas. 

i 

ioH Qty - On-hand Quantity is llie number of iie.ti of equipment that is currently available to the 
iunil; it does not necessarily represent the actual required number needed by the unit to be fully 
Imission capable. ] 17] _ __ 


(^//NF) The foreign staff writer for Wikileaks.org, Julian Assange, wrote several news articles, 
coauthored other articles, and developed an interactive data base for the leaked documents. In 
addition, other Wikilcaks.org writers and various writers for other media publications wrote 
separate news articles based on the leaked information posted to the Web site. Assange and his 
coauthors claim that the 2,000 pages of leaked US military information provides unit names, 
organizational structure, and tables of equipment (TOEs) for the US Army in Iraq and 
Afghanistan. They also claimed that unidentified persons within the US government leaked the 
information to facilitate action by the US Congress to force the withdrawal of US troops by 
cutting otT funding for the war. l 181 

(U/ /lT)UO ) Assange and other Wikiieaks.org writers purport that the leaked sensitive TOE 
infonnation reveals the following: 
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« Sccrclivc i ‘S i.kn. uiiK'iii cvpioiciluui Cfnk ts 

• I )ciaini--c upcraticins and allcucJ luinutn i ighls \ inlaiiniis. 

• Inroniialioii on ihc I !S Stale 1 )cpiirlinen(, I S Air l aS \ \ anil I S Marines iiiiils 

Iraqi poliec aiul toalilii'ii luiccs liuin I’oland. Dciiniark, I 'kraiiic, 1 atvia. Sloi'akia, 
Romania, Armenia, Ka/aklistaii. aiiv.! Id Salvador serving in liacj and Alglianistan. 

• Nearh ihe eiuirc order ot hatlle tor I -S idrees in Iraq and Alglianistan as oC Ajiril 2007 

• Al'ieuei! revelations that the liS government violated the C Itemieal W'eapons C oiivenlion 
in liaq and \l'nji;ir;isian.[!A)j 


| S"N|, ) \k ikileaks,(ii e eneoiiraued persons to ee^ nmeiil on the leaked .\riiiy doeiiinenis anil 
explained how the eatalogneil inlormation and e'oss-relcrcncetl databases could he used b\ other 
leseaieliei s m joumahsis to prepare reporisi'i as .essinenls. According to \V ikileaks.org, the 
iiironnatioii jmsled can he used to jircpare ubjeet ve new re|iorts. C'onverselv. this same 
inroinuttioM einiki be inampulated to prepare biased news reports or be tised It'r eonduciiny 
propaganda, disinl'ormation, misinlormalion. pereejition maiiagemem, or intlueiice operations 
against the 1 kS .Army In a variety ol ili'ineslie and I'oreign aeiors [2.0] 


(11) .Xs.sangc and ()llier W'ikileaks.org writers developed ami appliev! a specille methodology lor 
examining and analy/ing the leaked l oh information, a mellUHlology they then placed online lii 
assist others in oondiieting (heir own research, .Vi c AppL’iulix H. 1 Itev also pnn idctl links to 
a.ssi'eiateil online releivnee material I he mellioilology used hy Assange and other authors lor tile 
anaivsis o( leaked tables oret|uipmenl lor 1 kS la roes m Iraq anil Alghanisian hoih a S(,)l he 
database is deseribed in .Ippcinl/x 11. 

(U) 

(- S - v ! he 1 Ob.s lor t.'S Army units dcplt>ycd to .Alglianistan and Iraq in April 2007 provide a 

wealth of inlorniatiiin that could be used hy I’IS.S. loreign terrorist groups, and Iravji insurgents to 
identify unit capabilities tind vulnerabilities that eotild assist in eondiieling tiiiacks against camps, 
convoys, and oilier targets. The inl'ormation can also be compared vviili other pulviiely avtiilable 
daiabuso develop esiensive ordei ol'battle files orvehiele types, eonimunieations and 
jamming equipment, imoniuition .systems, and vvea|ions systems, tiles that eotikl lie used to 
ileterminc the capahilities, limitations, and vulneiabililics ol the organic equipment assigned to 
military units. Such inl'ormation could aid enemy foixeN in planning terrori.si attacks, selecting 
the most ei’I’eclivc type and emplacement of improviscil explosive devices (lliDs). buikling 
triggering devices ivi dcieal euiinlcinieasures organic to Iricndly units, and selecting the most 
cITcclivc direct and indirect weapons systems for emulucling physical attacks against targets such 
as military units, coin oys. and btisc camps. 


(I') ()ne W'ikileaks.org new.s article also disetrsses the use of lk!,)s by foreign lerrorisls and 
m.snrgeiil groiijis and elainis llial the II I) threat has resiilled in a shift in l)ol) funding prioritie.s. 
similar to the .Manhattan I’roject to develop atumie vveii|ion.s in W orivl W'ar II, for eurieni 
research, ileveiopmeni and fielding ol lid) coiiiitermeasiires iliroiigh ihe.lmnt Ikl) Defeat 
Oigjuii/aliori In addition, ilie author ol ilie ariiele ailem|>(,s to proviilea eosl-lo-benefil analysis 
ol'tiiese lid) (aeties ;uui eouniermeasiires. Ihe anihor claims that the leakeil information reveals 
iluu I2,n')7 V\ arloek. Countei R(dld) (Remote-eontrolicil lm[iiovused kxplosive Device) 
Idectrmiic V\ arftire (CRiiW ). systems are in Iraij aiul thai the purpose ol the W'arlock is to jam 
r.idio siemds from dev ices such as mobile phones to prevent stieli signals from detonating il.Ds 
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I lk’ aiilhoi rhiiiTied tliai 7,5,d) .syslc.ni.s ii^ed in lnK| uciv purchased al a enst ol SI .1 l''illiun. No 
claim nas made repai'diny ihe eosl n| remaining 4,Sn/ s^.slem^. 


[he aullior of tlie ahove-n'ciiiioned arliele ineoneetly inleipreis the leaked liala 
leeai'dine the cs'inpuiients and llekline ui liie VVailoek sy^leni. resiilting in un>iippiiii.thle anil 
faulty c>iiK lusii'iih ti: alleee uar prullieetini.’. I'liee uouuine aitd increased revenues Ivy Doi) 
eoniraeiors .'lumKed in eotinter-li'.l) development elToris. This aniele provides an example ol 
how the leaked I Oli information can he manipulated and mi.sinterpreled to pmdtiee inaeetirale 
infoi niaiion tor a news article. 

(j |^i_' turJior of the iirticlc (Ik'h aitiucN that llic I S Amih i’clcivc.s a j^oor iclutn on its 
investment in eoiinter-ll.'l)';. I lie foilouine excelpt from ihe iirticle could he used h\ itdversarie.s 
in potendal propaaant!:i (>r inniicnec I'perations: 

If we \ ievv ll',l)s as a relie! iiue.stineiu, to wliieli the ( niteJ States must pas 
di\ idend.s in defensive eiiui|'ment costs, then every msiireent dollar spent litis ti 
return on investment ol soinewhore around .1 ihousaiid lold. Signilletinl iniee 
eou'ajm.’ In eoimier-ll I) defense eoiuraetors is evident. I iir eoin[uirison. etteh 
firicfe;ise-si/ctl ‘W at lock" II d) janiuier. o) ’.vhicli i.s there is on avertiee more ihitn 
one pc)- vehicle, is worth Si 'su.DtiO; lunve- cr. as cam be seen hy this analv sis that 
is more eosllv than nearly every veniele h was dcsigneii to protect. 1 he 
"W'ai'loek " producer, a l)ol) ileteiise eoniraeim [luime redacted). predicts 
i'tntineial vetir 20(17 will .see a 400 percent total revenue increase over its 200.' 
levels.!2 IJ 


(SAtNId, 


r 


Referred 


(S/'N! ) 


Referred 


1 1 ) I he \\ ikileaks.oru authors believe that the leaked doetimcni.s list Atniv ctitiipmciil held hy 
the I S Army. Marines, .Air I t>ree. Coaiilion. ai'd pu.ssibls fflA units in Iraq tind Afyhaiiistan as 
of .\|iril 2007. fhe tiuthois stated that the data only includes items repisiered w ith battle planning 
sy stems lor K'gisties and tippears to cover most valuable major eiul items ol equipment. I he data, 
accorvliii'a to llie aiitiiors. does lU't include .soldier-' combat [uty. titinsportalion. reseiirch and 
developnienl. tim! Iiunu' slalion costs o! the .soldiers, nor iloes it include nio-i supplies, 
amnuinition. and v'ther dis)io>s;ihle equipment and e<>nsumahle ilems.[2 '^J 
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il.) Wiki leaks.I'i'ii sial'l pcrsiiiincl wroio a script nr computer prosjram tv) cross 

rciciviicc each Hem in the IcakcJ iluciimciu will) \SNs ylcaiicvl tnim public I S loci.stics 
ci.|iiipmcnt price calalv'cs Irom the Dciciise i.oeis'u's Apenev (1)1.A.r I lie aiiiliois claim that 
Sl.l 1?. billiv.n wortii o! I S Arms-numaued miliiary ci|iupmc-iu in AlL'liamstan is listed m the 
leaked documents. I'he aulhor believed the actual total value ol the eciuipment to be sevc'ral times 
hidicr.LMJ 

11') 1 he spreadslieels and list contains codes to idcniir> miliiary units, supply item codes, and 
other loL'istic.s data. The authors believed that llie niosi usel'nl data field lor invesiiyaloi v 
purposes was the NS\. I he autliors lound several Iniei'iiei sites that allow publie seaiehes ivi the 
\SNs. and this inlornuilion was niereed wiih the I ■■ >1. into the .Stjl -eeneraieci ilaiaha.se on the 
\k eh site. I or example, the a.uthor speedleally mentioned NS\‘ ealalogiies that are publielv 
available on the Internet from the 1)1 A.1.25J I'he Dl .A Web site identifies many items on ibe 
spreadshccis and includes iirices that were increcil into the' datal'ase anil used to ^encialc ihc 
estimate lor the total value ol'ilie ei|nipmeni.[2(>] 

'I ■/) f )1 ■(:-),i Julian .Assanee also stated in liis news articles invoK in” the I'Of inlormalion that 
persons were welcome to assist in the Idlkwving Ititure actions and areas of research involving 
the ci|nipment listings: 

• ,\ compiiier program would he written tii . .spand the miliiary tii’il ahhreviaiions (tor 
e.sample. III l(■( le;idi|iiarters and I Icadquariers ('ompaiyv) to make is easier lor users to 
V isiiallv aiial>/e etilncs m the datahtise. 

« Make furllicr comments on niilit.irv units m the list and tlieir signiticance. I he entries 
would be cross linked with available news soiiices. 

• .Make I'urlher commenis on eiiuipmem items in the list and their signillcanee. 

• f .\piind and improve links and oifiei iidormation lor I’S war-ltiiiding leuiskiiion and bills. 

• Aliemjvt to answer c|uesiion,s >)n specific issues with \SK codes. 1 he authors slated that 
die NSNs arc a l.Wdigit code. Of those I > digits. 12 are luimerie I he seventh is 
alphaiuiiiierie, and the piiblielv' searehah) NS\ database seems to he able li) locale items 
it thev have a luimher in the seventh place. I'ul. nut it there is a letter in the sevenlh place. 

I hev ask the lolluwing, questions: I) What is the significance for lliis alphanumeric 
cliar.icier in the seventh posiiion'.'2) Wliai does a letter as opfvosed to a number signily J 
. 1 ) is iheie a more complete public database lur NS.V evules than the one given? 4) .Are 
these al[ihanumcric .NSNs .Management (..'oiitiol Numhers as speeiikued? 

• ( re a le ill! intei active ckiiahasc browser.[27J 

it') .hiiiaii .Assange and oiher Wikiletiks.org authors eoiniiiuallv enei'tiragc other iiersuns u iili an 
mierest in die inlormalion to comment on iheii v.ork or eoiKluel their ow n research tiiul publish 
i!ie results on Wikile.iks.org. 

(11) Alkmtnl Violiition.s of (he C'heiniciii \V:irf:ire (’onvontinn I reatN by I S 
Militiuy in Irai] and Afghanistan 

1 1 ) (>11 Novemher 2(.ii)7. \\ ikileaks.org published an e.xelusive mvesiigative report claiming 
tli.il tile 1 iiited Slates "liiid almost ecriainlv v ioki.ed the Chemical \\ capons ('onventiuif' 
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(CWC), as originally drafted hy the United Kingdom in 1997. I'he author, Julian Assange, 
claimed the deployment of CS (2-chloroben7almalononilrile also called Chloroben 2 yndenc 
Malononilrile) munitions and dispensing equipment and weapons capable ol firing CS gas by the 
United States was a violation of the CWC. f'hc author also claimed the United States had at least 
2,.186 low-grade chemical weapons deployed in Iraq and Afghanistan. These items also appeared 
in the 2.()00-page listing of nearly one million items of US military equipment deployed in Iraq 
and leaked to W'ikiieaks.org. The items arc labeled under the military’s own NATO supply 
classification for chemical weap<ins and equipment. [281 

(U) Prior to the invasion of Iraq in 2003, the l)efcn.se Department released an official statement 
that President Bush had authorized US military Ttccs to use riot control agents (RCAs) such as 
tear gas or CS gas. ,Vee Figure 1. The Defense Department stated that tear gas or CS gas, which 
wa.s issued to US troops, would be used only to save civilian lives and in accordance with the 
CWC, as amended and ratified by the United States. Some chemical weapons experts in the 
United States and other countries expressed the belief that this 2003 authorization might violate 
the CWC treaty. These domestic and foreign critics expressed the belief that any battlefield use 
of tear gas would violate the CWC; offend crucia' allies, including the United Kingdom and 
Australia. In addition, the critics claimed that the usage of CS would provide the Iraqi leader, 
Saddam Hussein, a pretext for using chemical weapons against the United States and coalition 
forces.|29l 


UNC'LASSIFIKI) 



(U) Figure 1. M33A1 Bulk CS Chemical Dispenser. 

[Back to Table of Contents! 


(U7 /FOUO) In the report published on Wikileak.s.org, the author claimed that any use of 
chemical weapons such as CS gas for military operations is illegal. The Chemical Weapons 
Convention of i 997, drafted by the United Kingdom declares "fiach Stale Party undertakes not 
to use riot control agents as a method of warfare.” It only grants permissible use to “law 
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ciil'i.’k liNlinij iloniL'.sliL I'li'i lddIco). I he uiillu'rs used ihis inicipieUUioii ul iIk i \W 
(.IrallcJ hN' the I niled KingJiun ir> m;ikc tlic allceatUMi llui( the I nileil Suites luitl \ ii’lutcJ llie 
H eat), I >(ij 


(I' I' t )l U- )) It must be noted, that I'S )>ilic> a.s siate'J in Ixeculise ()n.ler No. I I X .April 
iS75, Rcinnii iiiHoii n! C 'ci fum (m‘\ ui li ar of i 'lii'iithdl IIcrhicitL’'^ lou! Rial (. oti!ro! 
reiioiiiieed lirsi use ol herbieides in xvar (e.xeept lor .speeilleti rleleiisive uses) aiKl lust use ol 
RCAs in w.ir exeept tor detensi'e inilit.iry modes to sa\e lives, in raliixing the ( \V( . the I S 
Seiiaie uroie uu ameiidnieii! iiiio its re.solulioii appiusiii!.; ilie CWC that slated l.aiited Sltiles 
inleipreliiiion o! liosv l<('.\s miuju he used tor speeii'ie tiel'ensive |iurposes. as speei'ied In- the 
IdT.s |■.\eeuti\e C)ider.[.'i 1J 

(t ) Such var\ inu interpretations relleet ;i deliberate ambieuily in tlie (. \\ 1. . whieli states tluit 
iot eontroi apents ma\ not he used as a metliod ol'ntu l'are. ' I lie origma! (' aiul nioditied 
( \\ (. appnn ed hv the I S Senate. Iun\e\er. due's iiiM vle'line tliis jahrase method ol wai uiie. 
t ile tietual \ersioii ol the C V\ (. pusse'el li\ the I IS Senate was lu't eoiisulereil bv the authors ol itie 
report, t he t'WC raiitied l)\- llie I S Sentiie list e.seepiioiis in ilie usage ol'IU'.As lor US nnlilary 
torees tliat ,tre not eonsidered h\ tlie I S government to be in violation nl the ( W t .1_^J 

(I ) In the same rept'i'l, the ;iuih(>r.s elaimeti that the use id white phiusphoriis by the I S military 
liuring llie dott l assault on l allujah. Ir;it|. slioukl also be eonsidered a siidation ot the ( VV( . I he 
authors uoievi. Iiowever. that the t ‘S Army elaimeti usage ol White phosjihoroiis as. "a smoke 
sereeit and ''.in iiieeiuliai v in the I alluj.ili openuion. and that this us.ige is not leeh.niealK 
covered b> the ('Wt 

(L ) .Alleged lliiinaii Rights Violations Related to Joint l ask Korcc-Cuanlanaino 
■Standard Operating Procedures 

(I t'WttWrty .Another o.Ximi|de ol leaked inrormaiion postotl Ui the \\ ikileaks.org Welt site on or 
alioui 7 Nos ember 2()()7 is an ouKlalcd copy ol the loint lask horee t uianlanamo. ( amp ndiu 
Slaiulartl Operating ProeeLluiVs 1 .SOP) marked as t Nt 'l ASSI) II D.dOl t). signed by \'1( i 
Vidler aiitl dated 2S Mareh ZOtIn. .A news article \uiiten by Wikileaks.org suilT writers, also 
posted on 7 November 2007. claims the St )P evpo.ses sywlemuiie methods Cor preventing illegal 
eonibatanis aiul detainetl prisoners meareerateti at loini lask I oree-tiuaiuanamo laeililies at 
(. amp Delta iVom meeting with the Internationul Red (.'ross. as well as llie use ol estreme 
(ssveliologiea! stress as ;i means ot'liirlure against rleiainees. I he unauthori/.cd release of the .SOP 
htis prompted authors posting to lltc WikileiiKs.org Web .site to claim ih;it the i.loeument proves 
the I S .Arms was (onuring anti violating the human lights (d'tietaiiiees heUl til (iuaiitananu' Ihiy. 

I his ,S()P w;is iil.so ihc ',u!i|eei ol';i kiwsuil by iniernalioiKi! human riglil.s groups aiul a tiomeslie 
eiv il rights oi giini/ation retiuesiing the relciise ol the dtieumeni under the I hS I reedoni id 
InliM'iuaiioii Ael.LWJ 

(ID I he u'.utior eliiinietl that suhsei|iieni US miliiarv siaiemenis ineluding .i l)o|) Sj^okesperson. 

Ill Reiiteis Service aiui the Mhiiia llrrald e •nlirin llie veraeity oi'ilie ,/1 i SOP doeumeni. 

()n Wediiesshiy. i-i Novemlvi 2007, ;t week al'U" the SOI' wiis posiei.1 to W eh site. W ikileaks.org 
elaimeti ihitl it reecivctl ;in e-mail mess.tge Irom ’he ■■peiiUigon" I DoDl (lemaiuling that the 
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iloLUt'icnIs piislcJ tci llic oi') .-.ilc he eciisorctl aiu'. reiili'\cJ (ri'ill the \\ eh site I he .lelual 
\sordiiii’ v'l the ih'l) e-ni;i!! mess.me sent li' \V ikileaks.i'fe t'ei|i.tesled that ine dueument be 
removed Iroin tiie Welv site and that iltc protediires under the hreedom ol liilormaiion Ael he 
iiserl to request relciise ol the S()l’.[d4J 

(I;) Ixiikagc of C'lassiried hilormatioii to VVikileaks.or” 

(u) 

\\ ikilcttks.iire aKo posted a repmt hv lite Xalioiial < iround Inleilieenee ( enter (N(ii( I. 
ekissilied SIX K1.1 -'NX )l( )1<.\. entitled " ll.') ('nniplcx Hnviro/inu'iils ■ iUillIc ot l‘'(tllnjiih / April 
AH) 4, '■ ( AX d( -1 127-7 I ,''8-1)6). I lie \(il( report was the seemu! in a series ok reports that 
anal)ved recent warl'are in eoinple.s etiv ironmenis such as urban environments. See !• i^urr 2 
\ he NX j|(' rejS'irt di-seuNsee en,em\ use i>l asymineirie tactics, teehniques, and procedures ( I IIM 
diiriiie the Ikittle ori-alltijah iti .April 200-1 and lOt'ers man}' iisetiil lessi'ns learned reuardine how 
.1 relaiivcK weak atlversare can prevent the l .htit'.'tl .Stales In'm aeeC'mplishine its miliiar} 
iihieettves. \\ ikIkaiks ure claims the lioenment vs.i.'i leaked by it si'uiee it relers to its I’eryton. 
who i^ described its .i I’ormer emplovee of Nt il(,. Both it eop)' id the actn.d il( ehissilied 
rc'Ciori (in !'i)l') and the \\ ikileaks.org news artieie were posted on the Wikileaks.ore Web site. A 
varietv olHcwspapers. wire services, anil other news atid mcilia organi/iilion.s wrote mimerotis 
articles based on ’.Ite original Wikileak,s.ore new-s iirliele iind aelmil cliissilied dt'cument posled to 
their V\ ei' s ie.ij}] 

pvlSt) 1 he I'ossihilit} that a cinrent employee oi mole mav e.vi.si w iihin I )ol > or eNewhere in 
the liS uovernnieni who i.s .letively providing sensitive or elassilied inlormaiion It' Wikileaks.i'rg 
cannot be ruled out. Nevertheless.' the claim tluit 'he leaker is a li'rmer \X,)1(' employee is highly 
suspect, since \\ ikileaks.org claims that the protection oflhe ationymily ol'ihe ■■whistleblower'' 
or "leaker" is one ol its primary cotieerns. In iiddition. this claim could simisl v be a crude attempt 
to misletid investigations into who letiked the document, I se ot a code ntime. incorrect 
eittplt''} nieiti inri'rmation. t'r incorrect status ;irc iiuist likely rudimentary OPSh.C mea.sures 
designed to protect the identity ol'ihe current or lormer ■■insider" who leaked the inliirmtition, hi 
addition, usage of pre.seni and past verb tenses iind other contradictions in rererencing ‘■Peryton” 
by the W ikileaks author aiul stti IT personnel are most likely part ol a deliberate deception, but 
Cine cannot comisletely rule out the possibility that some ol ihese contradictions could be 
iiuuherienl t)PSl'(’ errors made by authors lacking e.xperience m protecting their mellu'd.s or 
sources. 

(U).... 

i 
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(U) The following is a description of the map and explanation of the classification markings 
iprovided in rhc Wikileaks.org article: “Map from page four of the leaked report on the failed 2004 
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hup: wikiieaiks.org/file us-intel-w-'ikileaks.pdf 


UNCLASSIFIED 


(assault on the Iraqi town of Fallujah, which is situated 40 miles from Baghdad. The report is 
iclassilietl SliCRIiT/NOFORN. NOI-'ORN means do not share with US allies such as the UK, 
(Australia, and Canada. 20310603 is date after which 25 years have elapsed and the document would 
inonnally he declassilled. XI specifi es that the document is exempt from declassification.” _ 

(U) 

(SAW) Figure 2. Map from Page 4 of NGIC Report Entitled ^^(U) Complex 
Environments: Battle of Fallujah /. April 2(104” As Published in a Wikileaks.org 
Article. 


[Back to Table of Contents I 


(S// N-F-) The author on the Wikileaks.org stall published 
used infonnation that was out of conie.xl from the actual 


the article using selected excerpts and 
NGIC report. The article intertwined 


classified information from the NGIC report and information gleaned from other news articles in 
the open media to strengthen its portrayal of the coalition offensive operations in Fallujah in 
2004 as a military and political defeat for tire United States. The leakage of this NGIC report 
could allow anti-Coalition forces to portray themselves as victors because they successfully 
manipulated the media coverage in the April 2004 battle to divide the coalition forces politically 
and force a halt to the offensive operations. The leaked report could also provide foreign 
governments, terrorists, and insurgents with insight into successful asymmetric warfare tactics, 
techniques, and procedures that could be used when engaging US or Coalition forces and provide 
insight into elTective media, information, or influence operations that could be used to defeat a 
superior enemv. |371 


(U) fhe catalogue, indexing and filing entry on the Wikileaks.org Web site for the leaked NGIC 
document is in Table 2, below. This is the infonnation as posted on the Wikileaks.org Web site. 


I Back to fable oI'Contents] 


(U) 

(SAWF) Table 2. Descriptive Entry of the File and How it is Catalogued by 
Wikileaks.org for the NGIC Report Entitled “(V) Complex Environments: Battle 
of Fallujah /, April 2004" [NGlC-1127-7138-06), as Posted on its Web Site.[381 

iFile fallujah.pdf (click to view file' 

Analysis Al .la/eera and Abu Ghraib scuttled US war in Fallujah 

(Summary Classified 2006 SF.CRF.T/,OvlOFORN report by the US Army National Ground 

Intelligence Center. “Enemy employment of asymmetric tactics, techniques, 
and procedures ('ITP) during the Battle of Fallujah in April 2004 offers many 
useful lessons learned in how a relatively weak adversary can prevent the 
United States from accomplishing its military objectives.” 
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iFilc Si/.c 
(llle Jnfb 

j--- 

!('ile Identity 


280144K _ 

JM)r document, version 1.4 
SnA256 


Wikileaks release 2007-12-24 
t'ountry United States 


lO'ountry 

iOrganization 

Organization 
typ«__ 

iSubmitlcd by 


US Army National Ground Inlelligence Center 
Military or intelligence (ruling) 

Peryton (ACIC comment: this is the code name given by Wikileaks 
Ieaker(s) of the information.] 


.org to the 



(U) Technical Skills and Abilities 

(U) 

(Sr /NF ) Wikileaks.org developers and technical personnel appear to demonstrate a high level of 
sophistication in their efforts to provide a secure operating environment for whistleblowers 
desiring to post information to the Web site. 'I’liey currently use a variety of indigenously 
modified free software to build the Web site and route and secure the transmission of data to 
Wikileaks.org. 

(U) 

( ■S //N P) The construction of a SQL dauibase, the merging of leaked documents, and use of 
publicly available tools to glean information from the Web sites of various DoD and private 
organizations such as globalsecuriiy.org and then make the information available in a searchable 
formal, allowing access to and manipulation of the data and information for research purposes by 
users of Wikileaks.org, demonstrate a high level of technical capability and resourcefulness. 

(U) 

(S//NP) The current and future intent of the Wikilcaks.org staff and writers is to continue 
development of enhanced tools for the manipulation of the 2,000 pages of information on US 
forces by visitors to the Web site. ITiturc efforts may include expanding the use of encryption, 
operational cyber tradecraft, and physical tradecralt in the delivery and transmission of leaked 
information for posting to the Wikileaks.org Web site, ft is highly likely that transmission 
security will improve as new technology, the technical skills of current members, or new funding 
sources allow. The purchase of more secure equipment, transmission means, and encryption 
protocols i.s possible if additional financial resources are made available to the organization. 

(U) Is it Free Speech or Illegal Speech? 

(U//I- OIJO) Wikilcaks.org allows anonymous publication of information and records without 
oversight or accountability; anyone can post information to the Web site, and there is no editorial 
review, fact checking, or oversight of the posted information. Persons accessing the Web site are 
encouraged to form their own opinions regarding the accuracy of the information and are 
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in po>l llicir iiv'. i) 1 liis open ivslics ol posliiie inlorinalion aiiti piov i<.line 

LoDiiiiciitaiN C'Uild erealc nuiliiplc Ic^al issues lo; VV!kilcak>,uru I'Kil couli-l .'lUbJecl nicnibois lo 
lecal pni.^eeiii ion oi' eivii issues he ioreien uov eatniieiil'-. iinsinesse'-. and iiulividaial 
cetnplainaiil.s. In acldilinii, some ge-vernnienls mas eonleiut lhal atcessinn llie \V eh site ilsell is a 
eiiine. aiul that shuUine dossn or hloekiny access lo ihe ^V'eb site is a reasonable eoiintenneasure 
lo pievs:i>! s lew inc or liosMiloaciini; ol ohjeelii>nai'!e conlcm, I liis silualion raises llie |i('s.sihilily 
thal dv Wikileaks.orc Web site cuidd be deliberi.teh used to post labricated iidbrmutium Ui post 
misinf'ormaiion, stisinromuuion, or propactiiida; oi to concitiel pcrccplion manaeemen! and 
inlliicnee operations desicneJ to coiiscy a iiecaiise message to specilie audiences. 

(li) H'sersc siesvs exist wiilim the Idiiicd Stales. iid oihcr countries regarding the staled goals ol 
W ikileaks.org. Some believe that the leaking and posiing orinlormation is constiliUionally 
['rotecled Tree speech anti supports I'reedoni ofthe press, open-society initiatives, and 
gtjvernnienl aecountahilily, amt that leaking the inllirmalion serves ihe greater good vei stis an\ 
illcL’al acts lhal arise Irom the posting o| sensitive or classified government or business 
iiiltirmalion. Others believe thal Wikileaks.org or individeal persons assoeiiilcti with 
W ikileaks org will laee lega.l challenges in .stnne countries regarding the privaes ol Imliv itliials 
and businesses, the revelalitni ol .scnsilive or classified government intormaiion, or the posting o! 
inlorniaiu'n that is allegctllv wrong, lalse, slaikleroiis. or libelous. Several loreign companies 
have alreadv filed civil lawsuits in the I iiited Slates am.1 the I -mted Kingdom lor data ihelt. libel, 
and damage to their husiness repiaalion I'oc the posting ol internal luul prtipi ieitiry eomptuiv 
inlormalitin tt* the \\'ikileaks.tirg Web site. The W ikileaks.t>rg eb site wtis temporarily 
slnildown in late I ebrinirv ZlldS for 2 weeks in Ihe I nnled Slates hv eourl order over the 
puhliealion of sensitive iloeuments in ;i etise invoiv ing a |voicntial im'ney laumiering, graml 
larcenv. ansi las ev asion ehaiges by Ihe .luliiis B.ire Hank in the (.'tiyiiian Ishiiitls tnni Sw il/eiiantl. 
■hiliiis Hare Hank tieeitled tt' drop the eoun ease tigaiiisl Wikileaks.org in 1 'S ei>uris. I be I S 
ct'itrl order wtis lil'led anti the Web site wtis re.sit'retl in llie I Jniled Suilc.s. 

tl.fi In adtiilion. severtil fiitimment bioggers litivc s|uc.siionetl llie usage tind reliabilitv til'llte 
seeiiriiv ofthe software* nscil lo develt>p ihc Web site and lo proleel comnutnicalions and 
itleiUilies ol letikers. I he nmiives tinti iiietliiKls ofthe W'ikileaks.org ticvciopeis and inenibers 
hav e been t|uesiitnied. and several bloggers belie e lhal other Internet forums exist thal served 
tlie siinie funeiion in ;i more ethical manner. l .floMs bv stnne domestic titit! foreign personnel ti> 
discretlil die V\ ikileiiks.org Web site mehitle allcgiilions that it allows uneorrohoraietl 
inivirnunion to he posted, serves as an instrument •,)l prt'pagiuula. and is ;t front orgrmi/iition lor 
ihe i entral Inlelligenee Agency ((’lA). W ikilcak.'-.org denies these tieeusiilions. tind mi evidence 
iu'is hci'n piesenied to supioorl sneh assertions [j'tj 

(I u HtAI—O-i Igueslitais and eonecnis have been ra scd by metlia eonsultanis. ethics experts, and 
oihc'' jtniroalisis reg;irdi:ig the stiiuis oi‘W ikileaks.org ;is ;i news oigiini/alioii anti ol its stiill 
w l iters ;is jinirnalisis. fhe eonieniion hv some is dial W'ikikuiks.org does noi timilily as a news 
orgam/iiiion am! thus its st.iflWriters are not joiirmilisis. Wikileaks.tirg's desire tt* expose alleged 
wrongdoing hv icvexiling sensitive or elassifietl government or husiness iid'ormation. in el'leei, 
enconriigi.’s the iheii of sensitive or s kissified proivriel^iry intormaiion or intelleelual property. In 
doing so. ^ome argue. Wikileaks.org is knovvingiy eneoutagiing ciiinimd aeiivines such as the 
ihefl ol dalii. dv'euinenls. proprieUir;. informalion. and imelleeUial properiv, pi'ssible v iokilion ol 


.■ ■ die itirrvNorouN - 
UNCLASSIFIED 

Best Copy Available 


I’age 19 ul 32 
Reeraded UNCLASSIFIED on 

13 August 2019 

by USAINScOM FOI/PA 

Auth End 5, para 1-d, DOD 5200-01-Vl 


Page 19 of 32 




UNCLASSIFIED 

Si r ui r/ ’‘OHm A 


naliniici! sccurilN laus rctiaiiiinii M.\liltuii ami cspionaiia. and [Kxsihlc \ itilaiion iil ci\ il law.-. 
V\'il!iiit ihc 1 Miitod Slaic.s and Idroiun numtrics llie aliened "wliisllehK'wei.s are, in ellecl, 
wiiiiiinh \inlaiinn laws and conditions nl'einpin;.mem and ilms may not qiiali!) as 
-w hisilchlouers" proiecied Inmi disciplinary acli-.n or reialialimi for reporting wrongduing'in 
eonnuies tlia.i have such la.ws. Also, the enciuira.genieni and receipt ol stolen itilorniation oi data 
is ikH considered to he an elliica! journalislie pracnec. In addition, the sources ol W ikiieaks.org 
stalT wrilers are iml \erihed. nor are its news articles lact-elieekeil or eonlnined hs iidditioiud 
sources, its cirstontary in ne\s.s organi/alions. .Vlorciwcr. there is no cdiloritil review ol the 
article.s prior lo pnhiica.iion. I in:iils, si'nie critics eoiitend that the sialt urilcis ate biased and 
ii.i\c made nnsnpportahle claims lo snispiM'l political agendas to el loci chtmge in government or 
Inisiness pidiev .[•!()] 

(I ) Se\ertil countries iia\e eoinpunited publicly or hiiscked access to \\ ikileaks.org ani.1 siimlai 
Web sites and liave asserted claims that they have the right lo inv estigate and prcseenle 
\\ ikiletiks.ore members and whistleblowers. In avidition. severtil eviimlries also claim the tight to 
remove false mlormat'oii. sensitive or classiHetl government inlormation. jvroptagtiiuia. oi v>lhei 
mtdieivuis eoiiteiil frvnn (he Internet. .As a resnit. W ikileiiks.t'rg members have alieavl) posted 
inlurttiiilioii in ( bina on how to eircumvcut bhteks to the Web site imposctl Ivy ibe t hincse 
eovernmeiit tor havine objeeiioitiible cv'iiiciit rekited to tlic narlieijvation ol ( hincse dissents in 
W kilciik.s.ocL; and to pro-democraev issaes. [-IIJ 

L.lkas'Lbj I ajile LdLlt-'ii'w] 


(IJ) Intelligence (iaps 

.(U)( S M l W'luit imliv ivinal persons orenlilies lire iciiking Dol) sensiiive or elassilk'd 
information to Wiki leak s.orc'. and are they working on behalf ol a foreign agent or 
power.' What are the reasons, intentions, and motivations of die current or former 
insider'.' 

• (uy. b -*v f) Is the potential insider leaking the inlvirmativin to W ikileaks.org a lormer 

einplovee of the I S government vsr :i mol.- still wi'rking Im' the I S government? I low is 
the insider sending vhgilal information to '' ikdetiks.org? \\ hat eyher or villier tradeerali is 
tile pei'iietralvir tisiiig'.’ 

.(IT) (Ss^—Xk) Will the Vt'ikileaks.org Website I'e iiscvl by I !SS. loreign mililtiry services, 
loi'cien insurgents, or terrorist groups to e-'llecl sensitive or elassitieil I'S .Army 
inloi'malion [vostevi iv> the Wikiletiks.virg W elv site'.' 

»(tr)( S Nb ) W ill tlic Wikileaks.virg Web .site be used by I kS.S. loreign military services, or 
foreign lerrca'isi giinips to .spread proptigaiula. mi.sinfonnaliv'ii. or disinU>rmation or to 
eoiidiiel peieeplion oi' inlluenee opcrtitions to discrcvlii the I S Army'.’ 

^U)( sP-Arf-) Will the Wikileaks.oiu W e!> site be useil for oiieralioiial or ey Iver trailecraft lo 
pass inlomialiv'ii to vm' from loreign entities',’ 

«(U)( S, .\ i- j W ill liie W ikileaks.v'ig Web site dev elopers vihlaiii new Mdtvvarc lor Web site 
development, matuigement, seeiiiiiy. enervptiv>n of messages or files, v'l' posting 
anoiivmous infvirmaiion lo the Web site? 

«(mt- S .\ -b) Ihoni vvluii foreign peisoiniel or gn'iips does W ikiletiks.org icceive Iniiding v>r 
evdhil'oratc with for sharing iiilormatinn or devclopmenl t'f new soltvviirc',' 
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• (u)cS . ■ \'l ' ) Will foreign enlitics aitcinpl ;o eonUuet ( Nil-, or C N.\ lo uhlain information on 
!lic ]ii'Slcrs of inlormalion or iilock contci-i on l!)c W ikilcaf.s.org Web site . 

What .'<ol!uarc. (aeiic.s. tcclinit]ii aiul procctkirL-s wmikl he iisoii In a ioreign 
actor to conduct ( N1, or ( NA against the \\ ch site 

«(W)(S- l-) W'ill torcien persons, biisine.ssc"'. oi countries attempt civil ki'v.siiiis or criminalh 
proscciite nliistlehlouers, Wikileaks.org staff, and members who posted comitients on 
llie W ch site'.' 

«(U)| S M ) W'ill Wikileaks.org atid cartons ii-ers expand the data lields in the 1 ()1' SQl 
database to include e(-|uipment capabiliiie-.. ei|uipment liniitiitions tind vuinei-ahilities. 
knc'un unit locations. Itnks to geosptitial inli'rtttttticin scrv tees, or knotcii ititil personnel lo 
dec clop "bailie books" for targeting packages? 

^ (S Nld W'hal other leaked l)ol) sensitive orciassified information has been obtained by 
W'ikileaks org? 

.(U) fS ; t N- b I W.'ili foreign orgtini/alions such as I IS.S, hneign military sere ices, kireign 
insurgents, or teirorist groups provide lunding iir material .support to W'ikileaks.org,’ 

[Itaek to [able of ( onlenisj 

(IJ) Conclusions 

(U) -1 

f I w eb sites such as W ikileaks.cng have trust as ilteir most impoiuml center vil gracilc by 
prolcettne the anonvmilc and idenliic of the insider, leaker, or cchistlcbloccer. Successful 
idenlinetilion, prosecution, ierinin;ition ol empKpntenl. itncl exposure ol persons leaking the 
information be the governments and businesses alleetcd by iidoiniaiion posted to W ikileaks.org 
ccould ilaniai'e and potentially destroy this eenic: ol gravity and deter others trom taking similar 
aeiions. 

(i . lA -M ' U ) file unatilhnri/.ed release of Pol) incirmtilion to W ikileaks.org highliglits the need 
lor strong eounlerinleiligenec, antiterrorism, for-,.- protection, information assuranec, INft.lSlW. 
and < )1’SI ( ' programs to train Army personnel on llie proper iiroeedtircs for protecting sensitive 
or tiassilled inlormalion, to understand the insider llireal. and to report suspicious aelivities. In 
addition, personnel need to kitoev proper orocedi res for reporting die loss, iliell, or eoniprise ol 
bard or soft eojic documents ccith sensitive information or elassilied inrorniaiion to the 
appropriate unit, lace eiiforeemcnl, or eouiiteriiue'ligeiiee personnel I'nfortunatelc. .sueli 
programs ccill not vielcr insiders from folloccing cvluii thee bciiecc is their obligation to expose 
aileged cvrongdomg csilhin l)ol) through inappioj'iiaie venues. I’ersoiis engtiged m such aeliviic 
alreadc kiiocc hocc lo pioperly luindle .iiul secure sensitive or elassilied inlormation trom these 
various security and education programs and has eho.scii to (lout them. 

(U) 

iVfNrk) It nuisi be isresumed that Wikileaks.org has or will receive sensitive orciassified Dol) 
doeuments in the fuuirc. I his inlormation cvill be published and anaiv/'.ed over time iiy a variety 
n! personnel and organi/aiions with the giial ol inlliieneing 1 fS policy. In addition, it must also 
be presumed that foreign adversaries ccill reviecc and a.ssess any Dcd) sensitive or elassilied 
information posted lo the W'ikileaks.org Web site, W'eb sites similar to Wikileaks.org cvill 
eonlinue to pi'olilerale and ccill continue to represent a potential force proteetiiui. 
counleriniellige'ue. Ol’Sb.t , and IM'()Sl..i(' threat lo the IfS Army for the foreseeable fulure. 
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Seiisilivc ur classilluil iiirormalimi puslotl u> \Vi!- icak.s.ni'L' cmilc! pdlcntiall)' |■^.'^cal ihc 
capahiliiics and vulneraliiliiics oi l ■ S lorccs. whc'hcr staiiojictl in < ()N I!S or ilcploved o\ ciseas. 

Hie prolircration ol'access lo Intenict, ei inpiiler. and inli'nnaiioii Iccline.loys technical 
skills, sol'Uvarc. tools, aiul databases will allow (1 e lapiil dc\olopinenl. niereing. integration, and 
inanipu Lit Ion ol iliverse doeiinieiil.s'. spieavlshcet.s. nuilliple Jalaliase.s. and oiliei public l\ 
avtiilabic or leaked inlornialion. I'o.ssibic cnhanccnicius conk! increase the risk to c S loixes and 
conk! pnienlialK pros icie potential attackers with siirncient inrorniation to plan conventional or 
lerronsi atlacks in locations sack iis Iraij or .Mglianistan. 

( Se^h ) ! he va.rioiis ojien or Irecvvare aiiiilications used in the desclopnieiU and inaiuigcincnt ol 
\\ ikileaks.oig contimic to improve with time. Several Internet sol'twine ilevelopinenl compatties. 
luiindaiions. cleeiroiiie privacy organi/ations. database inanagcmenl .services, encrvpiion 
developers, and anon\moiis e-mail services can gcncralc siillicicnt income, accept diMiaiioiis. 
and loe \okmieers to eoniiiuie to develop and improve ibe si'ltware. Improvements in iliese 
soriware applieation.s will provide greater privticv and anonvmitv ol persons wiio leak 
inliirmaiion (o Wikileiiks.org. 

(U) 

( S/ ' M ') i he pt'ssihihlv ih.at various eompiilcr c.xpcrls. rcscarclicrs. and users could expand the 
dtiia ticlds 111 the ! i)l , Stjl. database to inehide picUires: Ccimpmeiit capabilities, limitations and 
vitlneralhiiiics: known unit k'calions: links lo geosjiali;il miorintilion; atid known iinil persniincl 
cannot be ruled out. I lie continued developineni oh new technologies lor merging tiitvl integrating 
various geomapluc or oilier inlonnation services nio easy-lo-use dtilabases couki allow I'apid 
ev'iitpilation ol unit proti les that eouki lx* used lor dev eloping act ion a hie in lormai ioii lor use h\ 
I'iSS, kireign (crrorisl organi/titioii.s. and oilier poieiilial advcrstiries lor inielligeiice eollcelion. 
pkmning. or targeting purpo.ses.[_-t2J 

li.k'kk i'J.J alile < il't,'onlems| 


(ll) Point of Contact 


(I ! riiis special lepori was produced hy the Arm-. ( ounicrmtclhgcncc ( enter (A('l(. k A( 1( 


l’(H is 


b6 


Scnioi .\iKilvSt, (,’vIh-i (.'f .Xssessmcnls Ikanch, eommercial. 


b6 


b6 


LLbivk ll ! i ahje pL^L'lilengsj 

(U) Appendix A: (Glossary 

(kj l■'rcc:^k■t (<»r hVccnct). I reenci is a deceiilra!i/ed aiiv.! censorsliip-resislani dislnhulcd dala 
siorage .sy .-tem. 1 reenei aims to provide IVeetioni ol speceh ihroiigli a peer-lo-)X'er network with 
strong protection ol’anonvmiiy. I'rcenet pc>oI.s coiurilniicd haiidwidtli and storage space I'l 
memher eompuiers m the network to alluw users to anonvmouslv [nihlisli or retrieve various 
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kiiu!^ or itiloi'nuilKHi. 1 Iw sU'cauc ^paL■c is clisli'ih;i!cci anioitu all ci'inico'.cd I'lOdcs on 

IVecnei.ld-iJ 

f! ) (;()()”lc Knrdi. CiooL’lc I 'arth is a ijcus^rapliic -nroiinalion s\sicni (CllSi ti>i!iu i1k Ciooylc 
search cncmc that pcrniils intcracticc viewing n!' liirilai salcllilc iinaceiA, maps, terrain, and ,'l) 
lMiiklin;js.[-l_4] 

(Ih] .MediaWiki. Wikipedia rim.s on ii.s own in-luuise-erealei.1 sidiware. known as MediaW iki. a 
powerlul. Mpen-sourec wiki system written in Pill’ and built upon MySQl.. .As well as allowing 
articles to be vM iilen. it ineiudos a basic iitiernal m.iero iangnaec. \ ariables. uanscliidcd 
icmpkitini: svsiciii lor page cnitanccnicnl. and Icatiires siieh as icdirceiion.lvhj 

(I ‘) OpenSS 1.. riie (IpenSSI I’rojccl is a collaboraii\ c ei Iml to ile\ ek'p an eas\ -to-iise ()pen 
Siinice toolkit implcmentinu the Secure Sockets l.aser and I ranspoit Layer Seeunty prolocr'Is 
with cncrvption. l lie project is managed bv a wwrkIwKle eommtinily ol volunteers that use the 
Intcinet to ci'mmuincatc. plan, and de\ek>p the OpenSSl. toolkit ani.1 its relalerl doeumciilaiion. 
rhe OpenSSl. toolkit is tieensed in a manner that allows live usage Im eommerei.ii and 
noiirommeivial piirpi'ses stihjeet ti> .some simple heense ci'ikhlimts. [4bJ 

(Li P(.i 1*. I’( 11’ (I'rettv t iood I’l ivaes) is an applie it ion and protocol tor seeuiv e-mail and I tie 
eneivpiion dewdoiicd b_\ I’liil /immerman. IHiP \\as originalls publisliei! as liveware, and lite 
source code Inis always been available loi piiblie use <mil adapuiiion. l*(iP uses a wiriet) ol 
aleoi ithms. such as IDI A. KSA, 1)S.\. Ml)5. and SI l,\-1 Tor providing enerypliun. 
aiithcmica’ion. message integnl). and private and piiblic-kcy management. PCd’ is based on tlie 
'AN'eb-ol-I'lust'' model and is (lie nuist popular ei.:i\p(ion .sy.stem used by indiv idiitil iiersotincl, 
businesses, and governmental entities ilironglioii. die wmlrl to proiect oi- hide content on Pie 
Internet. [47J 

t L) SQL. SQI^ (Structtired (ducry Language) is also known as Datahttsc I.angtiage S(dl. (,S-Q-L). 

a computer lan.uiiagc designed I'or the retncval aiui management o( dtita in a relational 
database management sv slem. database schema cetition and modilicaiion. and database oliject 
access control management. S<dl is j standard mieractivc and programming language forgetting 
illlormaiu’i! (rom .md to upvlatc a daiabasc. Qi'erics take (he lorni ol a commaiul language ih.il 
lets coil select, uiscrt. upilatc. I’md out the location ol data, and so loria. ]_1HJ 

(I ■) SQLite, S(,)l lie is a public domain soliwaiv iibrarv that implements a seU-contamcd. 
-.crvericss. /cro-conrigiiraiion application that rioes not rec|uirc setup or ralministralion, cross 
[■liallurm. ii.uisac!ioiud S(di database engine that can support tcrabyic-'-i/ed databases and 
L'.iciabylc-si/cd strines aivl bloiis. S(,>Lilc is t!ic most widely deployed Stgl. database engine in the 
ccui kl. l iic soliw aiv application is used in countless desktop computer applications .is vccll as 
consumer elcclronie i.lcvices including ccilular phones. Personal Digital .AssistaiUh, and .MP.4 
piav ers, I lie source code for S(,)Lile is in the public domain. S(^)! iic is a popular choice as the 
ilatabasc to back smail-(o-mcdium-si/cd Web sites because it ivvpiires no or little conliguration 
and stores iiirormalion in ordercvl disk tiles iliai arc easy (o access and will preserve Iransaelioiis 
.dter syslcn’ crashes or power outages. St,)! ile is a eoinplelcl v sell contained application that has 
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;i sniaii mdo print '.i/i,- ('ul!\' (.nilIlgtiivJI iikI is a lasicr clicii!. si.'i\ cr Inr ci'iniimn 

upcratii'iis. [ ly 

(I 'I'OU (ur I'or). 1 IT ( Hk- Onion I^HUc^•) is a i clwnrk olOiriual tunnels l!uU allows people iir 
\aiioii.s LUvUip.s to inipriwe llieir piivaey aiKi seeiirit\ on the Internet. It alsi) en.ibles Sviliwaie 
developers to cretile new eoniimiiiieaiion tools vviilt htiiit-in privacy lealiires. I or proviiles the 
roiinJaiion fiir a ranee of'applications that allow or^ani/ations and iiulividtials to sitare 
inroniiaiion over public neiucirks wiilRuii eoiiiproinisiiiL' llieir privaev. 11,sine I or protects > ou 
aetiinsl ;i coinnion lonn ol Inlei'nei surveillance known as ■’irallie analysis. JjOJ 

11 ) 'I’rarfic atialysis. rralfic analysis is a U’lrni ol pattern and usaee analv sis that can be used to 
inl'er who scnditte. oi reecivinp e-inail and ilala exchanges on a private nelvvitrk, public network, 
or the Internet Knowing the sonree ;ind ilestin;iii»'n of Intertiei traffic allow s indiv idiials. 
ei'iminals, law enloreenient. and iutelligenee and securilv services to track fhe aetiv iiies. 
behavior, and interests ol the sender or receiver, I his torin ol piillern analy sis can be usesi lo 
idenlilv persons and possibly threaten a person's eiiiployinent and ivhysieal salety by revealing 
who and where they are located. [.;>!] 

(I ) \Vcl> servers. U'eb servers are euinptiier haiwware lliat stores li I Ml. doetinienls. images, 
text files, scripts, and other Web reialeil Jala, eolleelively known as eonient. aiui disiribiilv.s ihi.s 
eonieni lo ..iher elienis on the network tipon rcifue.si. 

lb) \\ il<i. .\ w iki is a tvpe of Web site that allows users in easily advl. remove, v’r ivthervvi.se eilit 
and change some available eoiueni, sometimes w iliont llie need lor registration. I his case of 
Inieraeliou and operation makes a wiki tin el'rocl' .c tool hvr eollaivoraiiv e authoring. I he term 
wiki can also refer to the etvllaboralive sofivvtire it.scif (w iki engine) ilia! hieilitaies ihe (vpcralion 
of.such a \\ ch .site or to ccriain spociric wiki sites and the online eneyclopednis such as 
Wikipedia W iki was eieateil in lb')4 anil iiislalled on the Web in l')'),s by Ward Cunningham. 

(I i VVikipcilia, W'ikipedia is a blend o! ihe vvords uaAo and K'Hi \vii>ih't/iti. Wikipedia is a 
muitilingual. W eb-based free content eneych^pctiia project operated by- the nonprolli \\ ikimedia 
foundation. Wikipedia is wrilicn collaboratieelv by volunteers, allowing most ariieles lo be 
ehtinged bv almost anyone with access to the Web site W ikipcilia s main V\ eb servers are in 
fampa, hi,, with tiddilional W'cH servers in .\msterdani and Seoul [.yW 
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(I ) Appendix B: iVTethodology lised by Authors for Analysis 
of Leaked Tables of Ecpiipmen^ for I S Forces in Iraq and 
Afghanistan 

il ) A U ikilc;iksAii'>j sUilT writer, .luhaii .Assaiiuc. vMlh asst.'^lanee Irdni several other persons 
(.ievelupied a S(JI Jala base !o .store the J.dOO payes of leaked 1 Ob' inlbrnKUion and niciijed 
inlornunion front I'llter soiirees intt' a usable Jala ba.se It'i' reseaieh pnrpo.ses. I he enliie S()l. 
database Je\eloped by the authors lor the I Ol.s \v;is ptisterl tin the \V ikileaks Web site (or 
aiiv one to tise. The follow iim is ;i list of steps purpouerlls useil to make the tialii etisy to use ano 
aeees.sible lor persoits wanlinu to ettitiluct their reseaivlt. 

I. .luliiin Assanee ani.1 other persons ib.at assi.sleil hint uses! publieiy a.vailable operi-souree 
inlorintithin to learn and nniietstaiitl the ablirevialioiis. .leronyins. nuinbeis. iinil otliei 
nonieneiature.s in the leaked iiili'iiitalion. speeille.dlv N'.SN iN.A 11) .Sutek .Niiiiibei). 1 IN ll.ine 
Item Nuinbei). ainl I K'll nit kleniilication (Utle). I he atithtirs eonipilevl their re.suli.s and 
doctimcnied the inforniation oit I'S military logistics in ;i .separtite tlttcumeni c'lt the Web site. 

A I he\ then Ibtiiid vttrious public NS\ ciiitik'jtiies i>n the Internet, sshieh were used to l ontirm 
tile validity of raiulont samples of'the leakeil inl'ormatioii tisiiii' these ilatabases iind ofher 
depk ly men; rel'erences, 

V Hv (land, ihei ereatevl tallies forti select list ol inierestini.’ ileni.s ihrotjol) their libservalioiis of 
tile reviewed infornuttion w ithin the tialabase. i liv'v wrote ;i dralt report based on iheii' researeli 
and analysis of the database and other publieiy available inlorniation. 

4. 1 !iey then used sof'iwate anti soflwttre applications stieb as \'l.\1 niaeros. IMiRI. scripts, anti 
several [’yiltv'it proertuns to orieani/.e the ntaietial into a more presentable spreastsheet ft'rmat 
(siieh as .AlUhanisian Oi l’ Properly last and Afulumisian Old- I’roperty Idst.liiml). 

I Itev wrote additional st'liware cihIc to nierpe data I'roin seveivil N'.A bO I iieislies 
spreadsheets, wliieh allowed the NSNs tt' be iireani/'cd into subeaieeories to iJentily tite N.A I O 
Supply (iioup and N.A'l’O Sujipiy t lassilleation i'or the et|iiipmenl. 

(). I hey v'biainetl a list ol'NA I'O Supidy Cirtnipaiul N.A I t) Supply ('lassirieaiion codes I'lom 
piiblie t S military loeisties soureos ;t\ ailahle on the Internet thtit was merged witli other 
spreadsheets, 

■’ ! hey used StJI to msi.ill ti datahisse progratri. 

5. I lies nieroed the onrdnal leaked tiata into group ami classilletilion code tables using a Stjb 
dat.ibase, in this case using Stjl.iic, 1 be authors n.-itei! that <iny S(,)b database couki have been 
usclI to iiuiex and caialogiie the inlormalion. 

n. I'hev Used Stjl, it' merge N'A I <) Stipply ('lassibeaiiiins w ith leaketl tl.it.i to pnn ale e.xlra 
coiiieM and generaic .Arghaiiislan Old' I’roperly I isi-e\tentledJitml, 
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10. I siii'j N(.)l . llicN ueiiciaicil .'iC'iCial JillcrciU i.kIc.kcs aiu! laiaL's lor ihc Icakcti ilciii.s, li) 

\.\ !(I .Siippl\ (iroup. ^ Siippl V ('lassiliL'ati >n. aiu) \S.\'. 1 lii.s Jala vsas llicn roiivcilcJ inio 

I n Ml. loniuil aad placed inlo an ai>|vnJix, 

1 I .Auain usiii'J S(J1 . llic) r'cnoralcii a unii|UL' li'.i ot \SNs. I iiev wrote a .senpi or softwaie 
proerani to eoneurrenfU <.]i!ery the I ,S kiiji.slie.s Web-ciiicry NSX .search lorpiiciiiii nih'rniation 
and extract the price tor every NS\ on the list (e.xeept lor alphanmneiic NSXs. which arc not 
listed, prot-iahlv due to heme Nhinac'enient ( ontrol Nuinher.s).[>|j 


i.'’. I'hev inereeit pricing inrorination into tlie .Stjl. Jatah.i.se, 

1.x I hey used S( M. to ecneraie a nev. lalh hy NSN. ntereed this w ith the pricing inlorniation for 
each NSN. s\uled b\ llic total price, converted tlie dtila to i i 1 ML. and placed it into (he 
. \ ppeiiklix 

14. riiev used St^l. to calctdalc the total value ol'all ev)nipnient lor which tluy h;id cost 
iniorinaiion. 

15, T'lcv c.xatnincd the data and cMiaeied tidditio.ial inhninaiion tiuit was ol interest such as 
noiat'le ttnils tind items o! ecitiipineiu.L.''51 
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